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https://twitter.com/nullhandle
https://www.lockss.org/
https://library.stanford.edu/projects/web-archiving
https://library.stanford.edu/
http://www.netpreserve.org/general-assembly/2017/overview

overview

LOCKSS background

e software re-
architecture

* software components
* roadmap

“LAX on take off” by Doug under CC BY-NC-ND 2.0



https://www.flickr.com/photos/caribb/135096129
https://www.flickr.com/photos/caribb/
https://creativecommons.org/licenses/by-nc-nd/2.0/
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https://www.flickr.com/photos/domiriel/9513489078/
https://www.flickr.com/photos/domiriel/
https://creativecommons.org/licenses/by-nc/2.0/

beginnings

 a serials librarian + a
computer scientist

e print journals - Web

e conserve library’s role as
reserver

 collect from publishers’
websites

* preserve w/ cheap,
distributed, library-
managed hardware

* disseminate when
unavailable from
publisher

Permanent Publishing on the Web

ersty Libraries have recesved a planaing grant from the National Science Foundation to explore the poteatial applicability of the LOCKSS technology to preservation of US Federal govemment
information. LOCKSS (Lots of Copies Keeps Stff Safe) softwase allows individual librasies to take custody of stable cotent i all formats delivered via HTTP and safegusrd their commusnity's access. This
NSF Senall Grant for Exploratory Research provides $30,000 1o assist the LOCKSS b drawn from the goversment & c explose the technical, economic, social
and legal viability of various LOCKSS el for then GPO deposs ‘The LOCKSS partner group includes librarians in the following organizations. US Government Printing Office,
Stanford University, University of Minnesota, California Digital Library, US National Agricultural Library, University of Colorado, California State University, San Bermardino and Saint Charles [Missouri]

City-County Library District. For further information contact Chuck Eckman (ceckman "at” stanford "dot” edu) or Vicky Reich (vreich "at” stanford *dot” edu),
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Internet Archive: “LOCKSS | Lots of Copies Keep Stuff Safe”



https://archive.org/
https://www.lockss.org/

present day

* financially self-
sustaining

e tens of networks
 hundreds of institutions
* all types of content

LOCKSS
Lots Of Copies Keep Stuff Safe

The LOCKSS Program, based at Stanford University
Libraries, provides libraries and publishers with award-
winning, low-cost, open source digtal preservation toois
1o preserve and provide access to persistent and
authoritative digtal content

LIBRARIES KEEP WHAT THEY BUY. Librarians
need to know that the digital content they acquire today
and
t their electronic collections can be preserved and

will not disappear when they cancel subscriptior
ths
accessed by readers far into the future.

PUBLISHERS PRESERVE WHAT THEY PUBLISH.
Publishers need to know that the integrity of their web-based content will remain

unchanged and available in perpetuity—even  their ovin website is no

READERS HAVE CONTINUAL ACCESS. the Locy
{r library communty in

needs and concems.

longer available

ponse to these

collaborative

Read more abous

digital preservation, post cancellation and

perpetual ac

STANFORD
UNIVERSITY

Program was formed by the

LS Award. Building the
National Digital Platform via
Web Arching community
and infrastructure: Intomet
Avchive, Stanford, U of
North Texas, and Rutgers

Private LOCKSS
Notworks. Communities of

preserve their own cultural
heritage materials. Join
one, or build your own!

Afitouton 3.0 Unported License

“LOCKSS | Lots of Copies Keep Stuff Safe”



https://www.lockss.org/

lots of copies

“The lost cannot be
recovered; but let us save
what remains: not by
vaults and locks which
fence them from the
public eye and use, in
consigning them to the
waste of time, but by such
a multiplication of copies,
as shall place them
beyond the reach of
accident.”

National Archives: “from Thomas Jefferson to Ebenezer Hazard, 18 February 1791”



https://www.archives.gov/
https://founders.archives.gov/documents/Jefferson/01-19-02-0059
https://commons.wikimedia.org/wiki/File:Thomas_Jefferson_by_Rembrandt_Peale_1805_cropped.jpg
https://en.wikipedia.org/wiki/Rembrandt_Peale
https://en.wikipedia.org/wiki/Public_domain

decentralized copies

* no monopoly on copy-
making

* independent, de-
correlated copies

* no central point of
failure or vulnerability

* local custody, self-
determination



https://www.flickr.com/photos/63723146@N08/6708717821/
https://www.flickr.com/photos/63723146@N08/
https://creativecommons.org/licenses/by/2.0/

articulated threat model

* long-term bit integrity
is a hard problem

* more (correlated)
copies doesn’t
necessarily keep stuff
safe

e don’t underestimate:
e people making mistakes

* attacks on information

e organizational failure



https://www.flickr.com/photos/garrettc/14241001707/
https://www.flickr.com/photos/garrettc/
https://creativecommons.org/licenses/by-nc/2.0/

community-validated

* built upon peer-
reviewed research

* successfully operating
for almost 20 vears

* CRL TRAC assessment e ———

November 2005

of CLOCKSS e

Requirements for Digital Preservation Systems

* overall score matching

David S. H. Rosenthal’, Thomas Robertson’, Tom Lipkis®, Vicky Reich’, Seth Morabito™
Stanford University Libraries

previous best e

ital @pss. com

GLOBAL RESOURCES NETWORK
Certification Report on CLOCKSS

Hsethm@loomcom.com

* only perfect technology

The field of digital preservation s being defined by a set of standards developed top-down,

starting with an abstract reference model (OAIS) and gradually adding more specific detail.
SCore awaraed to date St g o e s lcon i Vo

underway to certify that systems conform to requirements derived from OAIS.

We 1 these derived top-ds by an alternate,
bottom-up view of the field. The fundamental goal of these systems is to ensure that the
information they contain remains accessible for the long term. We develop a parallel set of
requirements based on observations of how existing systems handle this task, and on an
analysis of the threats to achieving that goal. On this basis we suggest disclosures that

s FRFEFCIRETRETRE PR PP IR FEANANNNANNNN



https://www.lockss.org/news-media/publications/
https://www.lockss.org/about/history/
https://www.crl.edu/reports/clockss-audit-report-2014
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Sofae R-Architectu re

“The two bridges” by Frank Schulenburg under BY-SA 2.0



https://www.flickr.com/photos/frank_schulenburg/9756054772/
https://www.flickr.com/photos/frank_schulenburg/
https://creativecommons.org/licenses/by-sa/2.0/

why re-architect LOCKSS?

* reduce support +
operations costs

* de-silo components +
enable external
Integration

* prepare to evolve w/
the Web



https://www.flickr.com/photos/swisscan/1297465634/
https://www.flickr.com/photos/swisscan/
https://creativecommons.org/licenses/by-nc-sa/2.0/

aligning with web archiving

Web ARChive (WARC) format
|

compatible technologies
* Heritrix

* OpenWayback
* WarcBase
* Web Archiving Proxy




web archiving system APIs (WASAPI)

National Digital Platform Projects funded in August 2015

Systems Interoperability and Collaborative Development for Web Archiving
(LG-71-15-0174-15): The Internet Archive, working with partner organizations
University of North Texas, Rutgers University, and Stanford University Library
will undertake a two-year research project to explore techniques that can

expand national web archiving capacity in several areas.
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https://www.imls.gov/news-events/upnext-blog/2015/09/read-nine-new-national-digital-platform-project-narratives

leveraging community components

access
control

LOCKSS harvester

v eh LOCK! LOCKSS poller eb archive
headless browser archiving metadata cervice replay
proxy extractor - platform

archival crawler
LOCKSS

metadata
query service

indexing
service

community

LOCKSS ullton
component files metadata . FEEE
database index

LOCKSS
component




“Gears” by William Warby under CC BY 2.0



https://www.flickr.com/photos/wwarby/4782904694/
https://www.flickr.com/photos/wwarby/
https://creativecommons.org/licenses/by/2.0/

bibliographic metadata extraction

functionality

* for web harvest + file
transfer content

* map values in DOM
tree to metadata fields

e retrieve downloadable
metadata from
expected URL patterns

e parse RIS + XML by
schema

fields
* creator

e title

* published year
* volume

* issue

e article name




oublisher/platform heuristics

* plugins making
bibliographic objects + ]H—Yp@n

their metadata on

many pub |5hmg — DIGITALCOMMONS
platforms machine-

intelligible -
* a framework for ==& HighWire
creating such plugins
 useful in absence of g
SILVERCHAIR

standard conventions,
eg S|gnp05t|ng INFORMATION /SYSTEMS

AN



http://signposting.org/

use cases for metadata extraction

* apply to consistent
subsets of content in
larger corpora

e curate OA materials
within broader crawls

* retrieve faculty
publications posted
online, license allowing

e describe sub-sites
collected while self-
archiving from a single
institutional CMS



http://www.stanford.edu/
http://arcade.stanford.edu/publications

discovery via bibliographic metadata

@ STANFORD UNIVERSITY LIBRARIES

e submit DOI or

Find eJournal  Find eBook

OpenURL query

Use Citation Linker to find full text when you already know the citation for an article. Enter the journal's title (or
ISSN, or DOI) and publication year. Fields with asterisks are recommended.

e get OpenWayback

Journal Title * ©) startswith ) Contains @ Exact i
U L Enter a date (format: 1940-01-01) or use the pulldown menus. Connect from off campus
a C C e S S R S Date* yyyy-mm-dd OR year v month v day « @ v;.ystem status B
Volume Issue
. Start page * End page Other Stanford Libraries:
[ ] I n t e g ra t e W/ 1SSN DoI Lane Medical Libra
PMID
O Last name First name Initials
penURL resolver -
Article title Clear

SUL licensed resources are subject to Terms of Use and contractual restrictions. Terms of Use may also be posted on
the resource's website. Resources are for non-profit educational use of Stanford students, faculty, and staff. Systematic
downloading, distribution, or retention of substantial portions of content is prohibited.

”

Stanford Libraries: “Find eJourna



http://library.stanford.edu/
http://sul-sfx.stanford.edu/sfxlcl41/az?&param_sid_save=9261b8ad856c0e62949d9aa27a9e164c&param_chinese_checkbox_type_save=Pinyin&param_lang_save=eng&param_letter_group_save=&param_perform_save=searchTitle&param_letter_group_script_save=&param_chinese_checkbox_save=0&param_services2filter_save=getFullTxt&param_services2filter_save=getSelectedFullTxt&param_current_view_save=table&param_jumpToPage_save=&param_type_save=textSearch&param_textSearchType_save=contains&param_langcode_save=en&param_ui_control_scripts_save=&&param_perform_value=citation

on-access format migration

e as described in 2005 D-

Lib paper by DSHR et al

* low obsolescence risk
suggested by research
from Holden, Jackson

* implement upstream in
OpenWayback

e example: X-BitMap -
GIF migration

STANFORD UNIVERSITY LIBRARIES Stanford Web Archive Portal Home | Help

Showing http://slacvm.slac.stanford.edu/FIND/slac.html captured on Jan 2, 1994
75 g
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[ WorldWideWeb SLAC Home Page

SLAC 24 Dec 1993

Use the WorldWideWeb (WWW) service to gain access to a wide range of information at SLAC and elsewhere around the
globe. Emphasized text like this is a hypertext link.

You may view WWW information through GUI or line-mode browsers. At least most SLAC pages have been tested on the
MidasWWW X Window System browser. Note that over time links may move around on a page. migrate to others. or be
removed entirely, due to the dynamic nature of the Web.

SLAC Information

People and organizations:
people at SLAC, particle physics people and institutions.
Library:
SPIRES-HEP. Current PPF-list, Books, SLACspeak glossary. other databases.
Physics Preprint Bulletin Boards (full-text postscript) :
today. yesterdav, last seven days, week before that. anvtime.
Seminars:

Conferences:

this month, next month, next vear, next summer, all future, let me search.
News:

APS What's New, SLAC Netnews, SSC News.

SLAC Physics Program

Experiments:

BaBar, BES. mQ, SLD, other.
Accelerator operations logs:

yesterday. today. this week, anvtime.

Stanford Libraries: “WorldWideWeb SLAC Home Page”



http://www.dlib.org/dlib/january05/rosenthal/01rosenthal.html
http://www.unesco.org/fileadmin/MULTIMEDIA/HQ/CI/CI/pdf/mow/VC_Holden_27_C_1610.pdf
https://www.slideshare.net/andrewnjackson/formats-over-time-exploring-uk-web-history-14601282
http://library.stanford.edu/
https://swap.stanford.edu/19940102000000/http:/slacvm.slac.stanford.edu/FIND/slac.html

on-access format migration

e as described in 2005 D-

Lib paper by DSHR et al

* low obsolescence risk
suggested by research
from Holden, Jackson

* implement upstream in
OpenWayback

e example: X-BitMap -
GIF migration

Stanford Web Archive Portal Home | Help

WorldWideWeb SLAC Home Page

SLAC 7 Sep 1994

Use the WorldWideWeb (WWW) service to gain access to a wide range of information at SLAC and elsewhere around the
globe. Emphasized text like this 1s a hypertext link.

You may view WWW information through GUI or line-mode browsers. At least most SLAC pages have been tested on the
MidasWWW X Window System browser.

Note that over time links may move around on a page, migrate to other pages, or be removed entirely, due to the dynamic
nature of the Web. That there is no current Hot Topic illustrates this characteristic today.

SLAC Information

People and organizations:

people at SLAC, particle physics people and institutions: ESnet white pages.
Library:

SPIRES-HEP. Current PPF-list, Books, SLACspeak glossary. Library News. more databases.
Physics Preprint Bulletin Boards (full-text postscript) :

today, vesterday, last seven days, week before that, let me search.

Seminars:
today. tomorrow, this week. next week, this vear, let me search.
Conferences:
this month. next month. next summer, n 11 fi 1 1
News: Stanford Libraries: “WorldWideWeb SLAC Home Page”

APS What's New, SLAC Netnews.

b ¥ v



http://www.dlib.org/dlib/january05/rosenthal/01rosenthal.html
http://www.unesco.org/fileadmin/MULTIMEDIA/HQ/CI/CI/pdf/mow/VC_Holden_27_C_1610.pdf
https://www.slideshare.net/andrewnjackson/formats-over-time-exploring-uk-web-history-14601282
http://library.stanford.edu/
https://swap.stanford.edu/19940102000000/http:/slacvm.slac.stanford.edu/FIND/slac.html

audit + repair protocol

e core preservation capability

* network nodes conduct
polls to validate integrity of
distributed copies of data
chunks

* more nodes = more security
e more nodes can be down

* more copies can be
corrupted

e ...and polls will still conclude
* nonces force re-hashing
* peers are untrusted

polls are slow, to allow
damage detection

P® “DSC_4346” by Dennis Jarvis under BY-SA 2.0

7



https://www.flickr.com/photos/archer10/2463011390/
https://www.flickr.com/photos/archer10/
https://creativecommons.org/licenses/by-sa/2.0/

harvest from content source

LOCKSS
network

content
source




initiate poll w/ nonce

What is the hash of
9815 + chunk 1737




hashing




nodes respond to poll

Hash of 9815 +
chunk 173 is 3716
s &




nodes respond to poll

Hash of 9815 +
chunk 173 is 3716




nodes respond to poll

~ votes for 3716:2
~  votes for 8413: 1

[ Hash of 9815 +

chunk 173 is 8413 /




initiate poll w/ nonce

Hash of 9815 +
chunk 173 is 3716

~ votes for 3716:3
' votes for 8413: 1




repair from content source

LOCKSS
network

content
source




use cases for audit + repair

e other distributed

digital preservation np N

networks ——
* repository storage o .
replication layers " . Fedora

* would like to support
varied back-ends:
tape, cloud, etc.
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?” by Matteo De Toffoli under CC BY-NC-SA 2.0
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https://www.flickr.com/photos/141729464@N06/25860803433/
https://www.flickr.com/photos/141729464@N06/
https://creativecommons.org/licenses/by-nc-sa/2.0/

development progress

* access WARC-stored
content via:
* DOI
* OpenURL
* Memento (URL)
* Solr full-text search

e web services:
* metadata extraction
* metadata query

B
“Milestones” by Dheeraj Nagwani under CCBY-NC-ND 2.0 |



https://www.flickr.com/photos/deejayz/6315509792/
https://www.flickr.com/photos/deejayz/
https://creativecommons.org/licenses/by-nc-nd/2.0/

looking ahead

* by end of 2017

* Docker-ize components
e web harvest framework
* polling + repair web
service
* by end of 2018

* |P address + Shibboleth
access via OpenWayback

 OpenWayback on-access
format migration

e full-text search web
service

“Printemps, work in progress” by Eric Gjerde under CC BY-NC 2.0



https://www.flickr.com/photos/origomi/1013291495/
https://www.flickr.com/photos/origomi/
https://creativecommons.org/licenses/by-nc/2.0/

follow + plug in

* development
(periodically) being
pushed to Github

* moving toward more
community-oriented
software development

e announcement of work
cycles

* sprint closeout reports
+ demos

* community engagement

aaaaaaaaa

aaaaaaaaaaaaa

aaaaaaaaaaaaaaaaa

laaws-metadataservice

aaaaaaaaa

laaws-indexservice

aaaaaaaaaaaaaaaaaaaaaaaaaa

People

< Github: “LOCKSS (Lots Of Copies Keep Stuff Safe)”



https://github.com/lockss?utf8=%E2%9C%93&q=laaws&type=&language=
https://github.com/
https://github.com/lockss?utf8=%E2%9C%93&q=laaws&type=&language=

guestions for you

* what potential do you see for LOCKSS technologies
for web archiving, other use cases?

* what standards or technologies could we use that
we maybe haven’t considered?

* how could we help you to use LOCKSS
technologies?

* how would you like to see LOCKSS plug in more to
the web archiving community?

AN




