COLLABORATIVE, SELF-
GOVERNED, SECURE DIGITAL
PRESERVATION WITH LOCKSS

Use the chat box at the right of the screen to
tell us who you are, where you’re from, and
who is participating with you today.

(To open the chat window, click on the CHAT
icon in the upper right corner.)

Connect to the audio portion of the webinar
through your phone line or through VolP.
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WELCOME!

Spring 2019 State Electronic Records
Initiative webinars

*April: Blockchains for Public Recordkeeping

*May: 1Q and You: South Carolina’s approach to
Governor’s Records in a Proprietary File Format

«June: Bit by Bit: Alabama State Electronic Records
Project Update

Kathryn Baringer
Maryland
State Archives
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SERI ONLINE RECORDINGS

 Managing Digital Content Over Time

|dentify

Select

Store

Protect
Manage
Provide access

« https://archives.utah.gov/icommunity/SERI/SERI-
resources.html

SERI
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TODAY’S PRESENTER

Nicholas Taylor

Stanford Libraries
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UNDERSTAND + MITIGATE
THREATS

long-term data
Integrity is hard

needs architecture
iInformed by actual
leading threats to
data

don’t underestimate:
» people making

mistakes
= attacks on information
= organizational failure
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https://www.flickr.com/photos/garrettc/14241001707/
https://www.flickr.com/photos/garrettc/
https://creativecommons.org/licenses/by-nc/2.0/

WHAT IS LOCKSS?

a widely-accepted
principle to protect data

a digital library-focused
program of Stanford
Libraries

a research-informed
software app for p2p
digital preservation

an international
community of institutions
+ networks

] ff,_q okomed ude CC BY-NC-SA 2.0
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http://library.stanford.edu/
https://www.flickr.com/photos/orkomedix/5025916459/
https://www.flickr.com/photos/orkomedix/
https://creativecommons.org/licenses/by-nc-sa/2.0/

MORE THAN LOTS OF COPIES

lots of copies is necessary
but not sufficient

central points of failure can
undermine all copies at
once

LOCKSS provides:

= continual integrity checking
+ repair

» b/t mutually-distrusting,
Independent peers

* on a network that your
community controls

“Domino's” by david pacey under CC BY 2.0
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https://www.flickr.com/photos/63723146@N08/6708717821/
https://www.flickr.com/photos/63723146@N08/
https://creativecommons.org/licenses/by/2.0/

ROUTINE AUDIT + REPAIR

ensuring long-term data
Integrity
» must read data to know it’s
good
= easier to repair data sooner

network nodes conduct
polls to validate integrity of
distributed copies

more nodes = more security

= more nodes can be down
" more copies can be corrupted
= ...and polls will still conclude

| “DSC_4346” by Dennis Jarvis under BY-SA 2.0
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https://www.flickr.com/photos/archer10/2463011390/
https://www.flickr.com/photos/archer10/
https://creativecommons.org/licenses/by-sa/2.0/

COMMUNITY + DIGITAL
PRESERVATION

communities
complement LOCKSS.:

= resilience against
organizational failure
* native heterogeneity

preservation Is an active
community effort

sustain local, |
distributed capacity

lots of communities
keep stuff safe

“Redwood Canopy” by Flo dS ewart under CC BY-NC-SA 2.0

* III]I[ SERI

State Electronic :
(@VAW Records Initiative -



https://www.flickr.com/photos/floyd_noise/7921541888/
https://www.flickr.com/photos/floyd_noise/
https://creativecommons.org/licenses/by-nc-sa/2.0/
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https://www.flickr.com/photos/starfive/6729409227/
https://www.flickr.com/photos/starfive/
https://creativecommons.org/licenses/by-nc-sa/2.0/

DISTRIBUTED DIGITAL
PRESERVATION

align w/ best practice

achieve resilience not
possible w/ centralized
solution

for use either:

= as dedicated preservation
solution

= to supplement local
preservation (e.g., for most
Important materials)

particular to LOCKSS
among service providers:

= strongly research-based
= articulated threat model
= supports local custody

stacks by Jack Malvern under CC BY-NC 2.0
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https://www.flickr.com/photos/77221940@N00/5061114942/
https://www.flickr.com/photos/77221940@N00/
https://creativecommons.org/licenses/by-nc/2.0/

CONTENT LIFECYCLE

Ingest content preserve content
= web harvest, OAI- » each node retrieves
PMH, direct content
interconnect, or Independently
drag-and-drop via = once stored, audit +
LOCKSS-O-Matic repair takes place
manage content automatically, on
web-accessible GUI ongoing basis
to monitor deliver content
preservation activity = proxy server, web
(+ select new content server, OpenURL

for archiving, in
some networks)
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https://www.lockss.org/use-lockss/how-lockss-works#ingest-content
https://github.com/SFULibrary/lockss-o-matic
https://www.lockss.org/use-lockss/how-lockss-works#manage-content
https://www.lockss.org/use-lockss/how-lockss-works#preserve-content
https://www.lockss.org/use-lockss/how-lockss-works#deliver-content

SETUP, SUPPORT, COSTS

organize your community

around content of shared
concern e !

_ _ thii i}
we will consult on fit, 'JI’,,’” 0
technical requirements, e AR
workflow integration B e L e
p||0t|mp|ementat|onwl I B ] EE s e e
subset of nodes to validate
workflows
production implementation

- I RREEBY
ongoing support i \‘1‘\\\\‘\ nua o
participants are asked to join | Wl \\ \\ \\ \\ \\ \ﬁ
the LOCKSS Alliance (annual H
fee)
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“Planning in progress” by Guillaume Capron under CC BY-SA 2.0
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https://www.lockss.org/join-lockss
https://www.flickr.com/photos/gcapron/6028080583/
https://www.flickr.com/photos/gcapron/
https://creativecommons.org/licenses/by-sa/2.0/

START NEW OR JOIN EXISTING
NETWORK

start a new network

= recommend 4+ copies
= we can host node(s)

also an option to join
an existing network

* reach out to network
communities directly

we are exploring how
to better support
needs of individual
orgs that aren’t
aligned w/ a logical
community
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https://www.lockss.org/join-lockss/build-network
https://www.lockss.org/about/frequently-asked-questions#how-many-copies-keep-stuff-safe
https://www.lockss.org/join-lockss/networks
https://www.flickr.com/photos/freshcold/11126757825/
https://www.flickr.com/photos/freshcold/
https://creativecommons.org/licenses/by-nc-nd/2.0/
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“ROC/Bredero” by Jesper2cv under CC BY-NC-ND 2.0
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https://www.flickr.com/photos/glimeend/8078397717/
https://www.flickr.com/photos/glimeend/
https://creativecommons.org/licenses/by-nc-nd/2.0/

POST-CANCELLATION ACCESS
FOR E-RESOURCES

networks:

= Global LOCKSS Network

restore best features of
print journal holdings lost
w/ online publishing
transition:

= local custody (vice
contingent access)

= |ots of decentralized
copies (vice fewer,
centralized copies)

to better assure:

= preservation of scholarly
record

= continuing library role as
steward

& LOCKSS
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https://www.lockss.org/join-lockss/networks/global-lockss-network

GOVERNMENT INFORMATION

networks:
= Canadian Government

Information CGI DPN
= Digital Federal

Depository Library
Program
partnership (or hedge) to
ensure permanent
access to government
Information

save + re-decentralize
government information
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https://plnwiki.lockss.org/index.php?title=CGI_network
https://www.lockss.org/join-lockss/networks/digital-federal-depository-library-program

WHY LOCKSS FOR
PRESERVING GOVINFO?

for public/publishable

content:
= leverage community of CGI DPN
collaborators
* open, extensible
networks End of Term Web Archive
for p r | Vate/p rotected US Federal Web Domain at Presidential Transitions
content. ' ¥ DataRefuge
= local IT control
= jurisdictional [ -
determination of storage Endangered

high standards for data | Data Week
|ntegr|ty assurance EmIEn\nronmentalData

& Governance Initiative
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VARIED DIGITIZED + BORN-
DIGITAL CONTENT

networks:

= Alabama Diqital
Preservation Network

= MetaArchive Cooperative COPPUL }V(I)eot]a‘rér\clhlly?
= WestVault B '
all types of content Toss A

BAMA DIGIT/\L PRESER\-’ATION N[ﬂ'\A’ORK
ESERV 3 b ES

= including special |
collections + records

service models:

= all depositors also host
infrastructure

= subset of orgs hosts
infrastructure but serves
whole community
governance + infrastructure
both community-based
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http://www.adpn.org/
https://metaarchive.org/
https://coppul.ca/westvault

WEB ARCHIVE CO-PRESERVATION

networks:
= vy Plus Libraries
Confederation Preservation IVY Plus
Network L b .
growing relative importance 101ar1€sS

of web archives for
collection development

= especially for online-only
resources previously in

I
print k
decentralized local custody
+ preservation to
complement Archive-It

= Archive-It also participates
in network
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“Wrapped” by Geerd-Olaf Freyer under CC BY-NC-SA
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https://www.flickr.com/photos/go_freyer/3599503125/
https://www.flickr.com/photos/go_freyer/
https://creativecommons.org/licenses/by-nc-sa/2.0/

TAKEAWAYS

many threats to long-term
persistence of digital e |
content

= don’t discount attacks,
mistakes, org failure
LOCKSS is used to
preserve all types of
content, including govinfo

learn more at our new
website: lockss.org

please contact us with
any questions, or ideas on
how we can work together

“Partir” by Chiara Conticelli under Fair Use
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https://www.lockss.org/
https://eventdesigneritaly.wordpress.com/2012/02/16/florence-rose-garden-today/
https://eventdesigneritaly.wordpress.com/about/
http://en.wikipedia.org/wiki/Fair_use

QUESTIONS + FEEDBACK

what content do you
care to preserve?

what threats are you
concerned about?

who also cares to
preserve content you
care about?

what are limits on
dissemination of
content you care to
preserve?

what could you preserve
collaboratively?

“Satellite” by Martin Davidsson under CC BY-NC 2.0
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https://www.flickr.com/photos/martindavidsson/57355950/
https://www.flickr.com/photos/martindavidsson/
https://creativecommons.org/licenses/by-nc/2.0/

WEBINAR EVALUATION

We appreciate your feedback!

After you exit the webinar, you will automatically be taken
to an online webinar evaluation.

Please take a couple of minutes to complete the survey and
help us plan future webinars.
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STAY CONNECTED & INFORMED

CoSA Website
http://www.statearchivists.org

CoSA Twitter Handle
@StateArchivists

CoSA Facebook Page
www.facebook.com/CouncilOfStateArchivists
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http://www.statearchivists.org/
http://www.facebook.com/CouncilOfStateArchivists

