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What threatens the 
long-term persistence 
of digital information?

“Pennine Way signs in Mist, Kinder” by Tim Herrick under CC BY 2.0

https://www.flickr.com/photos/minkymonkeymoo/373708099/
https://www.flickr.com/photos/minkymonkeymoo/
https://creativecommons.org/licenses/by/2.0/




understand preservation threats

• long-term data 
integrity is hard

• need architecture 
informed by actual 
leading threats to data

• don’t underestimate:
• people making mistakes

• attacks on information

• organizational failure
“Fragile” by Garrett Coakley under CC BY-NC 2.0

https://www.flickr.com/photos/garrettc/14241001707/
https://www.flickr.com/photos/garrettc/
https://creativecommons.org/licenses/by-nc/2.0/


mitigate preservation threats

• lots of copies is necessary but 
not sufficient

• central points of failure can 
undermine all copies at once

• multi-organizational
preservation storage provides:
• resilience against organizational 

failure
• compartmentalization against 

operator error
• decentralization against attacks
• diversity in technical 

infrastructure
“Domino's” by david pacey under CC BY 2.0

https://www.flickr.com/photos/63723146@N08/6708717821/
https://www.flickr.com/photos/63723146@N08/
https://creativecommons.org/licenses/by/2.0/


LOCKSS Networks

• a dozen networks

• hundreds of 
institutions

• all types of content

• preservation via 
diversity of:
• technologies

• institutions

• networks



network model evolution

• in original, Global LOCKSS 
Network, all nodes stored 
copies

• communities running 
private LOCKSS networks 
are consolidating nodes
• only a subset run nodes
• whole community is served, 

participates in governance, 
provides funding

• under (co-)hosted service 
model, Stanford + trusted 
partners may serve as 
anchor storage hosts

“Networks” by Alan Levine under CC 0

https://www.flickr.com/photos/cogdog/26637124119/
https://www.flickr.com/photos/cogdog/
https://creativecommons.org/publicdomain/zero/1.0/


IPLC Preservation Network pilot

• 5x nodes: Harvard, IA 
(x2), Princeton, Stanford

• all IPLC Archive-It 
collections ingested + 
under active 
preservation

• ingest + audit/repair 
take place 
automatically via 
LOCKSS software



Questions

“Any Questions?” by Matthias Ripp under CC BY 2.0

https://www.flickr.com/photos/56218409@N03/15371262455/
https://www.flickr.com/photos/56218409@N03/
https://creativecommons.org/licenses/by/2.0/

