
Beyond the Affidavit:
Towards Better Standards for 

Web Archive Evidence

Nicholas Taylor

nullhandle.org

IIPC Web Archiving Conference
Session 7: Legal and Ethical Considerations
3 May 2023 “Origami” by Helgi Halldórsson under CC BY 2.0

https://nullhandle.org/
https://netpreserve.org/ga2023/
https://www.conftool.pro/iipc2023/index.php?page=browseSessions&print=embed&form_session=52&presentations=show
https://www.flickr.com/photos/8058853@N06/13777498043/
https://www.flickr.com/photos/8058853@N06/
https://creativecommons.org/licenses/by/2.0/


a historical webpage(?)

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


a historical webpage(?)

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


a historical webpage(?)

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


ahistorical webpage

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


ahistorical webpage

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


ahistorical webpage

Webpage was captured on
9 December 2004 at 1:09p CST.

Timestamp in text on webpage corroborates time 
of capture (i.e., 9 December 2004 at 1:09p CST).

Text on webpage and associated 
infographic indicate current conditions 
as raining. Infographic captured on
12 December 2004 at 8:54a CST.

Radar graphic reflects weather conditions (clear) at the 
time of its capture: 12 September 2005 at 5:34p CDT.

Internet Archive: “Weather Underground: Varina, Iowa Forecast”Scott G. Ainsworth, et al.: “Only One Out of 
Five Archived Web Pages Existed as Presented”

https://archive.org/
https://web.archive.org/web/20041209190926/www.wunderground.com/cgi-bin/findweather/getForecast?query=50593
http://www.cs.odu.edu/~sainswor/
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4
https://www.slideshare.net/ScottAinsworth/only-one-out-of-five-archived-web-pages-existed-as-presented/4


misleading PDF

• IAWM evidence 
submitted as PDF 
screenshots

• temporal variations 
no longer apparent

• may be taken for 
granted as historical 
facsimile



• IAWM evidence 
generally coming in 
for less scrutiny now 
than it should

• if discrepancy 
becomes apparent, 
will likely prompt 
more scrutiny of 
IAWM evidence than 
it should

why does this matter for 
evidentiary use?

• cases may turn on  
temporal attributes 
of embedded 
mementos, 
specifically

• bears on arguments 
about authenticity –
i.e., that evidence is 
what it purports to 
be



why less scrutiny?

• legal professionals 
don’t understand 
web archives

• questions of 
authentication + 
admissibility 
foregrounded

• too neatly 
addressed w/ IA 
standard affidavit

“Puzzle” by Paul Sableman under CC BY 2.0

https://www.flickr.com/photos/pasa/12845094725/
https://www.flickr.com/photos/pasa/
https://creativecommons.org/licenses/by/2.0/


flawed approach

• correct admissibility 
determinations for 
wrong reasons

• declining to admit 
probative evidence

• IAWM evidence should 
generally be admitted + 
treated as authentic

• seems to be consistent 
w/ IA’s perspective “Wrong Way Around” by Colin and Sarah Northway under CC BY 2.0

https://www.flickr.com/photos/apes_abroad/397247987/
https://www.flickr.com/photos/apes_abroad/
https://creativecommons.org/licenses/by/2.0/


Rutherford v. Evans Hotels, LLC
(2020)

• PageFreezer archives used to show lack 
of compliance of online hotel reservation 
system w/ ADA

• PageFreezer archives denied admission

“[T]he Court has found no cases addressing 
the admissibility of, let alone referencing, 
‘PageFreezer’ archives. Coupled with the 
differences between PageFreezer and the 
Internet Archive—including that the Internet 
Archive offers a free, publicly available service 
whereas PageFreezer offers a paid service in 
anticipation of litigation—the Court declines 
to admit the PageFreezer archives as 
analogous to those from the Wayback
Machine admitted in other litigation.”

Rutherford v. Evans Hotels, LLC, No. 18-CV-435 JLS (MSB), 
2020 WL 5257868, at *1 (S.D. Cal. Sept. 3, 2020)

Internet Archive: “La Jolla Resort - Hotels 
in La Jolla CA | Lodge Torrey Pines”

https://www.pagefreezer.com/
https://www.pagefreezer.com/
https://casetext.com/case/khoday-v-symantec-corp-7#p1084
https://casetext.com/case/khoday-v-symantec-corp-7#p1084
https://archive.org/
https://web.archive.org/web/20180308215826/https:/www.lodgetorreypines.com/rooms
https://web.archive.org/web/20180308215826/https:/www.lodgetorreypines.com/rooms


Authentication + Admissibility

“Quality control” by Lars Plougmann under CC BY-SA 2.0

https://www.flickr.com/photos/criminalintent/339344589/
https://www.flickr.com/photos/criminalintent/
https://creativecommons.org/licenses/by-sa/2.0/


authentication + admissibility 
overview

• IAWM cited in 300+ U.S. 
federal court cases

• harder to authenticate 
than other web content

• strategies include:
• judicial notice

• IA affidavit

• witness w/ personal 
knowledge

• expert witness

• mutual stipulation

“Dollar” by Images Money under CC BY 2.0

https://www.flickr.com/photos/59937401@N07/6032188905/
https://www.flickr.com/photos/59937401@N07/
https://creativecommons.org/licenses/by/2.0/


authentication via
judicial notice

• judge exercises 
discretion to admit 
uncontested info

• efficient but 
inconsistent + 
jurisdiction-sensitive

• more likely to prevail in 
absence of specific 
assertions of 
unreliability

“Earthrise” by Bill Anders under Public Domain

https://www.nasa.gov/image-feature/apollo-8-earthrise
https://en.wikipedia.org/wiki/William_Anders
https://en.wikipedia.org/wiki/Public_domain_in_the_United_States#Public_domain_images


authentication via witness w/ 
personal knowledge

• testimony by witness w/ 
personal knowledge 
that evidence is what it’s 
claimed to be

• requires a witness w/ 
actual, incidental 
personal knowledge of 
historical web content

• less effective when 
instrumentally entering 
into record a 
comparison performed 
by a random person “One year + of journals” by Pain Chaud under CC BY-ND 2.0

https://www.flickr.com/photos/28538827@N05/31988434190/
https://www.flickr.com/photos/28538827@N05/
https://creativecommons.org/licenses/by-nd/2.0/


authentication via
expert witness

• testimony by an expert 
w/ specialized 
knowledge

• reliable but more 
involved + less-used 
mechanism

• useful when 
interpretation, 
explanation, or 
qualification needed

“Test tubes and other recipients in chemistry 
lab” by Old Photo Profile under CC BY 2.0

https://www.flickr.com/photos/horiavarlan/4273968004/
https://www.flickr.com/photos/horiavarlan/4273968004/
https://www.flickr.com/photos/horiavarlan/
https://creativecommons.org/licenses/by/2.0/


authentication via
IA affidavit

• reliable + efficient

• has only failed when 
incorrectly applied

• works best for 
simple cases

• but less ideal when 
conclusions require 
interpretation

“Paperwork” by Damian Gadal under CC BY 2.0

https://www.flickr.com/photos/23024164@N06/31404799103/
https://www.flickr.com/photos/23024164@N06/
https://creativecommons.org/licenses/by/2.0/


IA Affidavit

“Paperwork” by Chris Betcher under CC BY-SA 2.0

https://www.flickr.com/photos/betchaboy/5491154748/
https://www.flickr.com/photos/betchaboy/
https://creativecommons.org/licenses/by-sa/2.0/


IA affidavit guidance

Do I really need an affidavit from the Internet Archive?

No. Please consider alternatives to an affidavit from the Internet 
Archive. Judicial notice and stipulation to a document's authenticity 
are two typical and straightforward options that might be used 
instead of an affidavit. Since our resources are limited, we urge you 
to pursue these alternatives before coming to us with 
authentication requests.

Internet Archive: “Legal FAQ”

https://archive.org/
https://archive.org/legal/faq.php


IA affidavit guidance

Do I really need an affidavit from the Internet Archive?

No. Please consider alternatives to an affidavit from the Internet 
Archive. Judicial notice and stipulation to a document's authenticity 
are two typical and straightforward options that might be used 
instead of an affidavit. Since our resources are limited, we urge you 
to pursue these alternatives before coming to us with 
authentication requests.

Does the Internet Archive's affidavit mean that the printout was 

actually the page posted on the Web at the recorded time?

The Internet Archive's affidavit only affirms that the printed document is 

a true and correct copy of our records. It remains your burden to 

convince the finder of fact what pages were up when.
Internet Archive: “Legal FAQ”

https://archive.org/
https://archive.org/legal/faq.php


IA affidavit

Internet Archive: “Legal: Affidavit”

https://archive.org/
https://archive.org/legal/affidavit.php


IA affidavit

…when a visitor clicks on a hyperlink on an archived page that points to another 
URL, the visitor will be served the archived file found for the hyperlink's URL with 
the closest available date to the initial file containing the hyperlink.

Internet Archive: “Legal: Affidavit”

https://archive.org/
https://archive.org/legal/affidavit.php


IA affidavit

…when a visitor clicks on a hyperlink on an archived page that points to another 
URL, the visitor will be served the archived file found for the hyperlink's URL with 
the closest available date to the initial file containing the hyperlink.

The archived data made viewable and browseable by the Wayback Machine is 

obtained by use of web archiving software that automatically stores copies of files 

available via the Internet, each file preserved as it existed at a particular point in 

time.

Internet Archive: “Legal: Affidavit”

https://archive.org/
https://archive.org/legal/affidavit.php


IA affidavit

…when a visitor clicks on a hyperlink on an archived page that points to another 
URL, the visitor will be served the archived file found for the hyperlink's URL with 
the closest available date to the initial file containing the hyperlink.

… in the case of a page constituted by a primary HTML file and other separate files 

(e.g., files with images, audio, multimedia, design elements, or other embedded 

content) linked within that primary HTML file, the primary HTML file and the other 

files will each have their own respective extended URLs and may not have been 

archived on the same dates. …

The archived data made viewable and browseable by the Wayback Machine is 

obtained by use of web archiving software that automatically stores copies of files 

available via the Internet, each file preserved as it existed at a particular point in 

time.

Internet Archive: “Legal: Affidavit”

https://archive.org/
https://archive.org/legal/affidavit.php


IA affidavit

…when a visitor clicks on a hyperlink on an archived page that points to another 
URL, the visitor will be served the archived file found for the hyperlink's URL with 
the closest available date to the initial file containing the hyperlink.

… in the case of a page constituted by a primary HTML file and other separate files 

(e.g., files with images, audio, multimedia, design elements, or other embedded 

content) linked within that primary HTML file, the primary HTML file and the other 

files will each have their own respective extended URLs and may not have been 

archived on the same dates. …

The archived data made viewable and browseable by the Wayback Machine is 

obtained by use of web archiving software that automatically stores copies of files 

available via the Internet, each file preserved as it existed at a particular point in 

time.

Attached hereto as Exhibit A are true and accurate copies of browser printouts of 

the Internet Archive's records of the archived files for the URLs and the dates 

specified in the footer…
Internet Archive: “Legal: Affidavit”

https://archive.org/
https://archive.org/legal/affidavit.php


Extant Frameworks

“Gaps between teeth - Explored” by Clint Budd under CC BY 2.0

https://www.flickr.com/photos/58827557@N06/24083725831/
https://www.flickr.com/photos/58827557@N06/
https://creativecommons.org/licenses/by/2.0/


judicial precedents

• no explicit guidance 
from judiciary

• treatment of IAWM 
evidence is court- or 
judge-specific

• judicial presumptions of 
the authenticity of 
IAWM evidence vary 
widely

• universal deference to 
IA affidavit

“Lady Justice” by Dennis Sylvester Hurd under CC BY 2.0

https://www.flickr.com/photos/dennissylvesterhurd/51432082909/
https://www.flickr.com/photos/dennissylvesterhurd/
https://creativecommons.org/licenses/by/2.0/


e-discovery community 
guidance

• reflected in Sedona 
Conference Working 
Group publications

• some correct:
• reliability of IA affidavit

• some okay:
• courts only occasionally 

take judicial notice of 
IAWM evidence

• WARC standard 
addresses authentication 
issues

Sedona Conference: “The Sedona Conference Commentary 
on ESI Evidence & Admissibility, Second Edition”

https://thesedonaconference.org/
https://thesedonaconference.org/
https://thesedonaconference.org/wgs/wg1
https://thesedonaconference.org/wgs/wg1
https://thesedonaconference.org/publications
https://thesedonaconference.org/
https://thesedonaconference.org/sites/default/files/publications/ESI%20Evidence%20and%20Admissibility%20October%202020.pdf
https://thesedonaconference.org/sites/default/files/publications/ESI%20Evidence%20and%20Admissibility%20October%202020.pdf


e-discovery community 
guidance

• reflected in Sedona 
Conference Working 
Group publications

• some questionable or 
wrong:
• conflation of capture + 

replay technologies

• possible to delete or change 
archived information

• IAWM “not accepted as a 
forensic evidence collection 
method”

• IAWM provides for “an 
identical replica of the 
website” Sedona Conference: “The Sedona Conference Commentary 

on ESI Evidence & Admissibility, Second Edition”

https://thesedonaconference.org/
https://thesedonaconference.org/
https://thesedonaconference.org/wgs/wg1
https://thesedonaconference.org/wgs/wg1
https://thesedonaconference.org/publications
https://thesedonaconference.org/
https://thesedonaconference.org/sites/default/files/publications/ESI%20Evidence%20and%20Admissibility%20October%202020.pdf
https://thesedonaconference.org/sites/default/files/publications/ESI%20Evidence%20and%20Admissibility%20October%202020.pdf


commercial archiving 
companies service marketing
• timestamp + capture 

metadata

• real-time collection

• completeness + fidelity via 
browser-based capture

• third-party-platform-
independent storage

• accompanied by affidavits 
or expert testimony

“Open for business” by San Sharma under CC BY-SA 2.0

https://www.flickr.com/photos/sansharma/180588382/
https://www.flickr.com/photos/sansharma/
https://creativecommons.org/licenses/by-sa/2.0/


Trustworthy Web Archives

“Inside the Seed Cathedral” by David Spencer under CC BY-ND 2.0

https://www.flickr.com/photos/davespencer/4628786470/
https://www.flickr.com/photos/davespencer/
https://creativecommons.org/licenses/by-nd/2.0/


what makes web archives 
trustworthy?

• mostly in place:
• capture atomic resources
• capture http conversation
• timestamped captures
• archiving / attesting org
• auditable / OSS tech stack
• community standards

• could be improved:
• measures supporting 

temporal coherence
• measures supporting 

robustness / 
reproducibility

• signing / chain of custody
• corroboration w/ 

independent sources

"Suspended" by Images by John 'K' under CC BY-NC-ND 2.0

https://www.flickr.com/photos/johnkay/34717221653/
https://www.flickr.com/photos/johnkay/
https://creativecommons.org/licenses/by-nc-nd/2.0/


capture atomic resources

• unlike screenshots, web 
archiving granularly 
captures a webpage’s 
constituent resources

• enables examination of 
files’ distinct 
provenance

• affords higher fidelity 
reproduction of original 
presentation

“T2i Testing” by Chris Potako under CC BY 2.0

https://www.flickr.com/photos/chrispotako/5019025535/
https://www.flickr.com/photos/chrispotako/
https://creativecommons.org/licenses/by/2.0/


capture http conversation

• capture agents 
converse w/ web 
resource hosts in http

• not just the artifact is 
captured

• archiving conditions + 
context also recorded

• this is key provenance 
information

“The Conversation” by Paul VanDerWerf under CC BY 2.0

https://www.flickr.com/photos/pavdw/10852813855/
https://www.flickr.com/photos/pavdw/
https://creativecommons.org/licenses/by/2.0/


timestamped captures

• archived web resources 
are situated in both 
place + time

• live web presents as 
perpetual present

• temporal dimensions 
can sometimes be (less 
authoritatively) 
discerned

“South Side Sidewalk Co 9-25-51” by Thirteen of Clubs under CC BY-SA 2.0

https://www.flickr.com/photos/thirteenofclubs/3380651263/
https://www.flickr.com/photos/thirteenofclubs/
https://creativecommons.org/licenses/by-sa/2.0/


archiving / attesting org

• emergently 
overweighted in U.S. 
federal courts' 
treatment of web 
archive evidence
• particularly with respect 

to the IA affidavit

• not that it shouldn’t 
matter

• should weigh in favor of 
authentication

“Wall of Pillars” by Geoff Livingston under CC BY-SA 2.0

https://www.flickr.com/photos/geoliv/5002779417/
https://www.flickr.com/photos/geoliv/
https://creativecommons.org/licenses/by-sa/2.0/


auditable / OSS tech stack

• proprietary tools / 
methods can’t be 
audited

• OSS tools could be

• gaps b/t live + archived 
versions may be more 
understandable w/ OSS 
tool stack

“Open Book” by Andy Mudrak under CC BY 2.0

https://www.flickr.com/photos/andymudrak/39556809472/
https://www.flickr.com/photos/andymudrak/
https://creativecommons.org/licenses/by/2.0/


community standards

• reflect community 
consensus as to needs 
for long-term digital 
preservation

• WARC, CDX, Memento, 
WACZ, etc.

“Colour palette” by Paul Downey under CC BY 2.0

https://www.flickr.com/photos/psd/50895882266/
https://www.flickr.com/photos/psd/
https://creativecommons.org/licenses/by/2.0/


measures supporting 
temporal coherence

• IAWM About this capture 
feature + Time Travel help 
visualize temporal 
topography of composite 
mementos

• however, no production 
systems help visualize 
temporally violative 
elements per se or allow 
them to be toggled

• browser-based crawling 
can mitigate, but can it 
scale?

“Huawei Mate 20 Pro sample photo” 
by Kārlis Dambrāns under CC BY 2.0

https://blog.archive.org/2017/10/05/wayback-machine-playback-now-with-timestamps/
https://blog.archive.org/2017/10/05/wayback-machine-playback-now-with-timestamps/
https://timetravel.mementoweb.org/
https://www.flickr.com/photos/janitors/30572553797/
https://www.flickr.com/photos/janitors/
https://creativecommons.org/licenses/by/2.0/


measures supporting 
robustness / reproducibility

• sub-optimal that 
composite memento 
replay yields variable 
hashes

• can we robustify our 
archive access services?

• can we characterize 
archive-related 
variations?

• can we rationalize the 
resources bundle that 
replay engines deliver?

“Geometric” by Ian Muttoo under CC BY-SA 2.0

https://www.flickr.com/photos/imuttoo/2053047639/
https://www.flickr.com/photos/imuttoo/
https://creativecommons.org/licenses/by-sa/2.0/


signing / chain of custody

• a technical complement 
to legal attestation

• a best practice for more 
conventional digital 
forensics

“Certified” by Damian Gadal under CC BY 2.0

https://www.flickr.com/photos/23024164@N06/8699964170/
https://www.flickr.com/photos/23024164@N06/
https://creativecommons.org/licenses/by/2.0/


corroboration w/ 
independent sources

• Lots of Copies Keep 
Stuff Safe (LOCKSS)

• not just redundancy, 
but also independence
• independent web 

archives

• independently hosted 
copies

• independently captured 
copies

• heterogeneous technical 
stacks

• corroboration vice 
sameness

“Windows” by Carlos ZGZ under CC0 1.0

https://www.flickr.com/photos/carloszgz/22639976886/
https://www.flickr.com/photos/carloszgz/
https://creativecommons.org/publicdomain/zero/1.0/


Where Does that Leave Us?

“electric luminaria” by grendelkhan under CC BY-SA 2.0

https://www.flickr.com/photos/grendelkhan/2198394255/
https://www.flickr.com/photos/grendelkhan/
https://creativecommons.org/licenses/by-sa/2.0/


THANK YOU

“Thank You” by Brian Crawford under CC BY-SA 2.0

https://www.flickr.com/photos/crawfordbrian/30629701762/
https://www.flickr.com/photos/crawfordbrian/
https://creativecommons.org/licenses/by-sa/2.0/
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